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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings* of claims in the 
application: 

Listing of Claims: 

1 . (currently amended) A radio frequency identification (RFIF) tag d ata carrier comprising: 

an identification number associated with th e RFID tag d ata currier : 
a memory for storing a one-time pad and data, wherein the one-time pad is 
uniquely associated with the identification number; 
an encryption circuit, coupled to the memory, for encrypting the data with 
the one-tiine pad; and 

a controller, coupled to the memory, to prevent reuse of bits in the one-time 
pad. 

2. (currently amended) The RFID tap d ata coi - hcf of claim 1 wherein the encryption circuit 
performs anexclusive-or function. 

3. (currently amended) The RFID tag d ata Barrier of claim 1 further comprising a counter, 
coupled to the memory, to index to a next bit in the one-time pad. 

4. (currently amended) The RFID tag d ata oarrior of claim 1 further comprising an interface, 
wherein the interface comprises at least one of the following: capacitivc coupling, 
inductive coupling, electromagnetic coupling, optical coupling, electrical coupling, and 
contact. 

5. (currently amended) The RFTD tag d ata corric f of claim 1 further comprising a power 
supply that receives energy from a reader via at least one of capacitive coupling, 
inductive coupling, electromagnetic coupling, optical coupling, and contact. 
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6. (currently amended) The RFID tap d ata carrier of claim 1 further comprising a power 
supply that receives energy from one of the following: a battery, and a super-capacitor. 

7. (currently amended) The RFID tag data carrier of claim 1 wherein the one-time pad is 
generated by one of the following: a true random number generator, and a pseudorandom 
number generator operating on a secret key and the identification number of the RFID tag 

nfi f" "T rrinr 

8. (currently amended) The RFID tag d ata carrier of claim 1 for use with a reader, wherein 
the reader comprises a generator to generate the one-time pad via one of the following: a 
look-up table, and a pseudorandom number generator operating on a secret key and the 
identification number of the RFID tag d a ta - carrier . 

9. (currently amended) A radio frequency identification (RF1E» tag d ata - carri e r comprising: 

a memory storing data and a one-time pad; 

an index to synchronize a starting position in the one-time pad; 

an identification number associated with the RFID tag and u niquely 

associated with the one-time pad; and 

a transmitter to transmit the data to the reader. 

10. (currently amended) The RFID tag data carrier of claim 9 for use with a reader, wherein 
the reader comprises: 

a generator to generate the one-time pad; and 

a receiver to receive data from the RFID tag d ata carries . 

1 1 . (currently amended) The RFID tag d ata carrier of claim 10 wherein the receiver further 
receives the index from the RFID tag data carrier to synchronize with the starting position 
in the one-rime pad. 
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12. (currently amended) The RFTD tag data oarrior of claim 10 wherein the RFTD tap d ate 
carri e r and the reader communicate via one of the following interfaces: capacitivc 
interface, inductive interface, electromagnetic interface, optical interface, electrical 
interface and contact interface. 

13, (currently amended) The RFTD tag d ata carrier of claim 10 wherein the generator 
generates the one-time pad by one of the following: a look-up table, and a pseudorandom 
number generator operating on a secret key and the identification number of the RFID tag 
data carrier . 



14. (currently amended) The RFID tag d ata carrier of claim 9 further comprising a controller 
to prevent reuse of bits in the one-time pad. 

1 5. (currently amended) The RFID tag data carrier of claim 9 further comprising a counter to 
index to a next bit in the one-time pad once a bit has been used. 

16. (currently amended) The RFID tag d ata car * iog of claim 9 wherein the data is stored in a 
first memory and the one-time pad is stored in a second memory. 

17. (currently amended) A method comprising the steps of, at a radio frequency 
identification (RFID) tag data carrier : 



storing a set of data and a one-time pad, wherein the one-time pad is uniquely 
associated with an identification numbe r that is associated with the RFID tag ; 

synchronizing the one-time pad and an index value with an external device to 
establish a starting position in the one time pad; 

requesting from the external device a number of bits from the one-time pad; 

receiving a set of bite and a random skip value from the external device; 
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if the set of bits received match the one-time pad, incrementing the index by 
number of bits requested and the skip value, and encrypting and transmitting at 
least a portion of the set of data. 

18. (original) The method of claim 17 wherein the external device performs the following 
steps: 

generating the one-time pad based on the identification number; and 

receiving the index value to synchronize with the starting position in the one-time pad. 

19. (original) The method of claim 18 wherein the step of generating comprises encrypting 
the identification number with a secret key. 



20, (currently amended) A method for the secure communication of data between a radio 
frequency identification RFLD tag data oarrior and a reader comprising: 
associating an identification number with a one-time pad; 
storing the identification number, one-time pad and data on the RFID tap d ata 

cat i i or * 

setting an index, wherein the index identified a next available bit of the one-time 

pad; 

transmitting the identification number, the index and a challenge to the reader, . 
wherein the challenge at least requests transmission of bits of the one-time pad; 

generating the one-time pad in the reader based on the identification number; 

transmitting bits of one-time pad, based on the index and challenge and a random 
skip value, from the reader to the RFID tag data oarrior : and 

verifying, at the RFTD tag data carrier , that the bits transmitted from the reader 
correspond to the challenge, and if correct, incrementing the index by number of bits in 
the challenge and the skip value, and encrypting and transmitting at least a portion of the 
data to the reader. 
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21. (currently amended) A method for generating a one-time pad comprising the steps of: 
providing an identification numbe r, wherein the identification number is 
associated with a radio frequency ident ification tag : 
providing a secret key; and 

encrypting the identification number with the secret key. 
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